Central Intelligence Agency 



Washington D.C. 20505 


28 May 2019 

Ms. Emma Best 
MuckRock News 
DEPT MR 67737 
411A Highland Avenue 
Somerville, MA 02144 

Reference: F-2019-00852 


Dear Ms. Best: 

This is a final response to your 2° January 20J9 Freedom °^ f ° sed request in 

request for an unredacted JciA Information Act, 

accordance with the FOIA, 5 U.S.C. § a* 

50 U.S.C. § 3141, as amended. 

We have located and completed a re ' re ^ °^^ ^g^dTnThe document! consisting of 
and determined that addittonal informattor deletlons continuing 

four pages. Therefore, it document and an 

to be made on the basis of FOIA ^ptt ( X ^ b)( ^ pertains to information exempt 
explanation of exemptions are enclose^ P of the Central Intelligence 

from disclosure by statute. The re eva l0 2A(i)(l) of the National Security Act of 

Agency Act of' 1W9, asI am the CIA official 
1947, as amended. As the CIA Informa £ appeal ^ response to the 

within 90 days from the date of this letter please 

include the basis of your appeal. 

If you have any questions regarding our response, you may contact us at: 


Central Intelligence Agency 
Washington, DC 20505 
Information and Privacy Coordinator 
703-613-3007 (Fax) 


Please be advised that you may seek oUhe 

Public Liaison or from the Ot n ffers mediation services to help 

^ clA ' s 

FOIA Public Liaison at: 


703-613-1287 (FOIA Hotline) 








The contact information for OGIS is: 


Office of Government Information Services 

National Archives and Records Administration 

8601 Adelphi Road - OGIS 

College Park, MD 20740-6001 

202-741-5770 

877-864-6448 

202-741-5769 (fax) 

ogis@nara.gov 

Contacting the CIA’s FOIA Public Liaison or OGIS does not affect your right to pursue an 
administrative appeal. 

Sincerely, 

Mark Lilly 

Information and Privacy Coordinator 


Enclosures 



Explanation of Exemptions 


Freedom of Information Act: 


(b)(1) exempts from disclosure information currently and properly classified, pursuant to an 
Executive Order; 

(b)(2) exempts from disclosure information which pertains solely to the internal personnel rules 
and practices of the Agency; 

(b)(3) exempts from disclosure information that another federal statute protects, provided that the 
other federal statute either requires that the matters be withheld, or establishes particular 
criteria for withholding or refers to particular types of matters to be withheld. The (b)(3) 
statutes upon which the CIA relies include, but are not limited to, the CIA Act of 1949; 

(b)(4) exempts from disclosure trade secrets and commercial or financial information that is 
obtained from a person and that is privileged or confidential; 

(b)(5) exempts from disclosure inter-and intra-agency memoranda or letters that would not be 
available by law to a party other than an agency in litigation with the agency; 

(b)(6) exempts from disclosure information from personnel and medical files and similar files the 
disclosure of which would constitute a clearly unwarranted invasion of privacy; 

(b)(7) exempts from disclosure information compiled for law enforcement purposes to the extent 
that the production of the information (A) could reasonably be expected to interfere with 
enforcement proceedings; (B) would deprive a person of a right to a fair trial or an 
impartial adjudication; (C) could reasonably be expected to constitute an unwarranted 
invasion of personal privacy; (D) could reasonably be expected to disclose the identity of a 
confidential source or, in the case of information compiled by a criminal law enforcement 
authority in the course of a criminal investigation or by an agency conducting a lawful 
national security intelligence investigation, information furnished by a confidential source ; 
(E) would disclose techniques and procedures for law enforcement investigations or 
prosecutions if such disclosure could reasonably be expected to risk circumvention of the 
law; or (F) could reasonably be expected to endanger any individual’s life or physical 
safety; 

(b)(8) exempts from disclosure information contained in reports or related to examination, 
operating, or condition reports prepared by, or on behalf of, or for use of an agency 
responsible for regulating or supervising financial institutions; and 

(b)(9) exempts from disclosure geological and geophysical information and data, including maps, 
concerning wells. 
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MEMORANDUM tor 

from 

SUBJECT 


; All iJO Employees 
. vVUIiam W. Wells 

' .vpnty Director for Operations 

. K y IV and FY 79 Reductions — 

> ,i.,>1 «■ mentation Procedures 


, , „„tlines procedures approved by the 

1. This memora.u u« 1 rcductions in thc Operations 

DCI in implementing pc rs ,, 

Directorate in FY 78 and 1 i '9. 

■ 4. ha . ordered a reduction in the Directorate 

■ T U„f 1 U U ™ plcc during FY 78 and FY 79. As 

^TyTb: « r « 

elpIoyefsToVtc^at'r m both't'Y 78 and FY 79. The Director 
has ordered that 

a . We reduce personnel at all grade level*! 


levels; and 


b . Wc provide ncadroom for promotion at all grade 
we provide for the accession of new personnel. 


3 . We fully recognise tdet the ^ ^ ^ ^ ^ ^ consi derate 
this reduction of personnel. ;ble factors in identifying 

as possible. Wc will bonsi P ^ separa ted. Those initially 

those specific employees w Novern ber 1977 with none 

so identified will be notme y fhe evcnt that the Director 

separated prior to 1 a ' suit a bl e assignment elsewhere 

of Personnel is not ab these separations become 

in the Agency, the DC' intends that these sep 
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,, ,. , - , c i. iy/8 as is administratively 

eiiecuvt as - <■ , d in FY 79 will be notified in 

feasible. Employees m -- ^epaiatcd in r 

writing no later than , J,.«- ;978 insofar as possible. 

4. In identifying employees to be separated, we must 

consider current and iulure needs and insure that we maintain our 
consider cu*. „;, K i,>ns assipned to us by higher 

capability to carry or, ^ ^ looked at 

authority. Emp uycc. <« ‘ c expected to contribute most 

carefully to determine w .o current and future 

capably and pro! icicntxy to Jurtctorai 

needs. 

5 In deter mining me number of employees to be separated, 
we have considered me Ur t that, in any given fiscal year, a . 

number of omptoyecs leave the Directorate under normal 

circumstances -- re: .,,,...uon. retirement and other forms of 

separation. We have, u.crefoj c, factored into our planning ; 

"safe" attrition figure based on past normal attrition statistics. 
These statistics, however, do not allow us to specifically forecast 
attrition at each gram- i. vci who will leave under normal cn cum- 
stances. Past stat.ticrd, 

“determined‘Z by V N-rmb.'r 1977 approximately 200 employees 

be notified the.. “h 

FY 78 will be recornim-Kien. Each suen noiui j 

be followed by my i moving the case with the Director of- 

Personnel and notifying him of my action as required by 
and (2). Thereafter eat.lt ease will be processed by 
of Personnel as provided by that regulation. 

6. As an aid m identifying employees to he recommended 
for separation, 1 miunu to make maximum use of information 
developed on individual employees by our yearly compara ive 
evaluations by grace oi air employees. The Career Managemen 


(b)(3) 
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. , • - ,.. rs these Evaluation Boards on my 

Staff (CMS) which administers t . ^ of emp ioyees to be 

behalf has produced tor eac l, ^ ranking, CMS has 

considered for separation. Board rankings and 

carefully reviewed all a vail a ^"esen't.'CMS first identified 
commentary from FY 7« ° the P -n ^ ranke d in the 

employees who at any tin ® Qn Board . On some employ ees 

low 20% percentile by an * ranki ngs to provide a balanced overall 
we have seven years year’s Boards are composed 

view of individuals. As Y ou a levcl two grades above those 

of different officers, norma .ly r * t ^ individaa l employees reflect 

being evaluated. Thus CMS _ hol j: iuators . The span of the holdings 
the judgments of a nulI 'J ,er ° * ily vary depending on such obvious 

~ -d/c^o„v y e rsio„ to professional 

things as an HOD date, 
status. 

to assist in produces tho [Stored into its rankings the 

this point value »V^n ; . OMS^Uo^c by , ach Board 

latest avaiUbe^ ^ tomp , riaivc evaluation grouping. 

• . .Vi o n 1 i 


point__Vab i es 

Low 5% in i ^ 

Low l >% in FY 17 

Low b% any time between 


FY 70 


through FY '5 
Low 20% anv time b 


tween FY 70 


and FY 71 
Low Middle 

promotion in either FY 76 or 


+25 
+ 30 

+20 

+ 10 

+ 5 


-20 


Comparative 


Lvaluation Groupings 


Substandard 

Limited Potential 

Valuable Contribution 

May Develop High 
potential 

Highest Potential 


(SS) 

(LP) 

(VC) 

(MD) 

(HP) 
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+20 
+ 10 
0 

- 5 
-10 
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„ „ • ,, < i inn a were made by category and grade 

8 Pieimnnary - h d was established according 

and, within these groups a rank or ^ somc adjuBt . 

to the point score. Ihc whet hcr the employee’s 

meats made taking into c > - . Q liad a most recent low 

record was improving or declining, CMS also looked 

rating and the consistency o t ie o other than performance, 

for aberrant rankings resulting from^ actors ^ 

Finally, CMS melded all categories at each g 

9. Employees with the most P°^ s ^ ^cognise that this 

the first to be ^-' sidcr ^^ of individuals who have been identified 
listing rnay include a number 
as making a valuable contribution. 

, , of those to be recommended 

. n T „ r»Talcinc mv final iudgmcnt ol tnooe zu ue 

* -- •*«> 

performing certain unique an^ ^ ^ ob „ £ individual employees 

"uci, time a. a ^.ified replacement can he selected and 
trained to perform these unique tasks. 

, a In appr oving our use of a normal attrition figure in cur 
11. In a PP r ™ J Fy 79 reductions, the Director has 

planning for our 1* Y , L dosely monitor our normal 

charged the Direcm^e w.t. he need m c£-r ^ ^ 

attrition rate in k \ 78. U t . either overall or for 

estimate we we than must notify additional 

specific grades, he c . . thorn from the Operations 

necessarily Have to 

take place after 1 November 1977. 



(b)(3) 


William W. Wells 
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